NHO®OPMALIMOHHAS TIAMATKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILEHMS
HA O®PUIAAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIAbIM TIOA0OM MOJIOACKHN B HHTCPHCTC CTAHOBHUTLCA 6OJ'II>IH€, a
MKOJbHUKKM OJHH H3 CaMbIX AKTHBHBIX I10JIb30BaTENICH PYHeTa. MG)KILY TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3MO>KHO0T€I>1, HHTCPHECT HCCCT U HpO6JI€MLI.
OTa namsaTKa JOJDKHA ITIOMOYb TeOe Oe30macHo HaXOAUTHCA B CCTH.

KoMmnbroTepHbie BUPYChI

KoMmbroTepHslii BUPYC - 3TO PAa3HOBUIAHOCTb KOMIIBIOTEPHBIX MPOrPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nononHeHue K 3TOMy, BUPYChl MOTYT IOBPEAUTH WM MOJTHOCTHIO YHUUYTOKUTH
Bce (haiiyibl U JaHHBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaK€HHas IIporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXHUTH
OIEPAIOHHYI0O CUCTEMY CO BceMH (aiizamu B 1eJoM. B OOJIbLIIMHCTBE Cly4yaeB
PacpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3aIl0UThI OT BpCAOHOCHLIX ITPOrpaMMm:

1. Mcnonb3yil COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBII
YPOBEHbB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. llocrossHHO ycraHaBiauBail mnayTu (LIUQPPOBbIE 3aIJIATKH, KOTOPHIE
aBTOMATUYECKH YCTAHABJIMBAIOTCA C LEJIbI0 JOPAOOTKM MPOrpamMMmbl) U ApPyTHe
OOHOBJICHHSI CBOE€H omnepalMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGotaii Ha CcBOEeM KOMIBIOTEpE MOJ TMpaBaMU IMOJIb30BaTEls, a He
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Wcnonp3y#h aHTHUBHPYCHBIE MPOTPAMMHBIE TIPOJIYKTHI  M3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub PU3NYECKUNA TOCTYI K KOMIIBIOTEPY JIsl TOCTOPOHHUX JIHII,

6. Wcnonb3yil BHELIHME HOCUTENHW MH(OpMALMU, TaKHe Kak (Quiellka, JHUCK
WK (paiia U3 UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX HCTOUHUKOB;

7. He OTKpbIBaii KOMIIbIOTEpHBbIE (ailibl, MOJTYYEHHbIE W3 HEHAJEHKHBIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpHIE MpUcal TBOK 3HAKOMBIH. Jlydmie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cerun WI-FI



Wi-Fi - 3T0 He BUJ Iepeaun JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH I,
mapka. Eme B 1991 roay HuaepiaHickass KOMIAHUSI 3aperucTpupoBaja OpeH.I
«WECA», uro o0o3nauamo caoocoueranue «Wireless Fidelity», kotopslii
NEePEBOUTCS KaK «OeCpOBOAHAS TOUHOCTbY.

Jlo Hamero BpeMeHu Joluia apyras adbOpeBuaTypa, KOTopas SBJISETCS TaKOU
ke TexHosorued. Oto abOpesuatypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JaHO C
HAMEKOM Ha CTaHJIapT Bbiciield 3BykoBod TexHuku Hi-Fi, uro B mnepeBoje
O3HAYaeT «BBICOKAS TOYHOCTHY.

Jla, GecrmaTHBIM WHTEPHET-AOCTYN B Kade, OTENSIX M adpornopTax SBISCTCS
OTJIMYHOM BO3MOJKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTrME 3KCIEepThl CUMTAIOT,
gT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CogeTsl 110 0€301acHOCTH Pa0OTHI B 00MIEIOCTYMHBIX ceTsax Wi-fi:

1. He nmepenapaii cBOr JHUHYIO HHGOpMAIHIO Yepe3 obIeaocTymHbie Wi-Fi
cetu. PaboTas B HUX, )KeJIaTeILHO HE BBOJAWTH MAPOJH JTOCTYIIA, IOTHHBI H KaKUe-
TO HOMEDA;

2. Ucnonb3yit © OOHOBIISIA aHTUBUPYCHBIE MPOTpaMMbl M Opanamayep. Tem
CaMbIM ThI 00€30MacuIllb ce0s OT 3aKaYKHU BUPYyca Ha TBOE YCTPOUCTRO;

3. [Ipu ucnonbzoBanuu Wi-Fi otkimtoun dynkiuo «O0uwmit goctyn K daitnam
u npuHTepam». JlaHHas GyHKUIUS 3aKpbITa MO YMOJIYaHUIO, OJHAKO HEKOTOpPHIC
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHUs B paboTe min yueoe;

4. He wucnonp3yit nyOomumuasii WI-FI gns mepemaum JUYHBIX JTaHHBIX,
HAIpUMEP IS BBIXOJA B COIMAIBHBIE CETH WJIU B JIEKTPOHHYIO MOYTY;

5. Wcnone3yit Tonpko 3ammuieHHoe coequnenue yepes HTTPS, a e HTTP,
T.€. Ipu Habope BeO-aapeca BBoAM UMEHHO «https://»;

6. B moOwibHOM TenedoHe orkimoun ¢yHkiuio «llogkmoueHue k Wi-Fi
aBTOMarndeckm». He nomyckaid aBTOMaTHYECKOTO MOJAKIIOYEHHS] YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero coriacus.

CoununajabHble CeTH

CoumanpHbIe CETH aKTUBHO BXOJIAT B HAIIly )KM3HB, MHOTHE JIFOAU PaOOTAIOT U
JKUBYT TaM IIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHILIAAp] YEIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHas UMHU B COITMAJIBHBIX CETSIX, MOXET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTebHO C
OJIaruMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0E30ITACHOCTH B COILIMAIBHBIX CETAX:

1. Orpanuub ciucok Jpy3ei. Y 1e0s B Jpy3bax HE TOJKHO OBITh CITy4aiHbBIX



1 HE3HAKOMBIX JIFOACH;

2. 3amuiiaii CBOIO YacTHYIO )u3Hb. He yka3wiBait mapomm, TenedoHsl, agpeca,
ATy TBOETO POXACHUS W APYTYIO JUYHYIO HHPOpMAIWo. 3II0yMBIIUICHHUKA
MOTYT HCIIOJIB30BaTh Jake WHGOPMAIMIO O TOM, KaK Thl W TBOW POJUTEITH
IJIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3amuinail CBO pemyTaIuio - AEPKHU €€ B YUCTOTE U 3aJaBail cebe BOIpoc:
xoTenl OBl Thl, YTOOBI APYTHE IIOJH30BATEIN BHIEIH, YTO ThI 3arpy’Kaemib?
[Toxymaii, mpexie 4YeM 4TO-TO OMyOJIMKOBATh, HATUCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOpUIIb C JIOAbMH, KOTOPBIX HE 3HAEllb, HE UCIOJb3Yil CBOE
peasibHOE UMS U APYTYIO JUYHYI0 MH(QOpPMAIMH: UMS, MECTO KUTEIbCTBA, MECTO
y4eObl U poUee;

5. U30Gerait pasmemienust gororpaduit B UntepHere, riae Tol M300paXkeH Ha
MECTHOCTH, IT0 KOTOPOI MOKHO OIPECITUTh TBOE MECTOTIOIOKCHHE;

6. Ilpu peructpalluu B COIMAJIBLHONH CETH HEOOXOJMMO HCIIOJIH30BATh
CIIOKHBIC TIapOJIM, COCTOSAIME W3 OYKB M HUPP U C KOJUYECTBOM 3HAKOB
HE McHee §;

7. Jns  comuanbHOW CceTH, TMOYTHl U JIPYTUX CaWTOB HEO0OXO0JUMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciu Tedsi B3JIOMAIOT, TO 3T0YMBIIINICHHUKU
II0JIy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

JJIeKTPOHHbIE ICHbI' U

DONEeKTpOHHBIE JEHBI'M - 3TO OYEeHb YIAOOHBIM CHOCOO IUIATEXEH, OTHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOMYYUTh 3TU JCHBTH.

QHGKTPOHHI)IG JACHBI'M IIOABHJIMCH COBCEM HCJAaBHO M MMCHHO H3-3a 3TOI'O BO
MHOTUX IroCyaapCTBax A0 CUX IMOP HC IMPOIMCAHO ITPO HUX B 3dKOHAxX.

B Poccun ke oHru QyHKIIMOHUPYIOT M O HUX YKe IIPOIMCAHO B 3aKOHE, IIe UX
pa3IeNsaoT Ha HeCKOJIBKO BUJIOB - aHOHUMHBIC M HE aHOHHMMHBIC. Pa3zHuiia B ToMm,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pemaeTcs MPOBOIUTH Omepanuu 0e3
UJCHTU(GUKAIINY TTOJIH30BATENsI, @ B HCAHOHUMHBIX WICHTU(DHUKAIINS TIOJI30BaTEIIS
SIBJISIETCSI 00SA3aTEBLHOM.

Taxxke crnemyer pas3nuyaTh OdJIEKTPOHHBIE (UATHBIE JI€HBIH (PaBHBI
TOCYJapCTBEHHBIM BAJIOTaM) M DJICKTPOHHBIE He(dUaTHBIE JCHHIU (HE PaBHBI
rOCyAapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TIO 0€30TaCHOM padOTe C AICKTPOHHBIMU JICHBIAMU:

1. ITpuBsixku K cyeTy MOOUIIBHBIN TenedoH. ITO caMblil YAOOHBIN U OBICTPbIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. lIpuBsizaHHBIN TeneoH MOMOXKET, eCiu
3a0y/emb CBOM TMJIATEKHBIA Tapoib WM 3aijielllb Ha CalT C HE3HAKOMOTO



YCTPOUCTBA;

2. Hcnone3yil onmHOpa3oBble Tmaponu. llocne mnepexoma Ha yCHUIICHHYRO
aBTOpHU3allMi0 TeOe yke He OyIeT yrpokaTh ONMacHOCTh KpaXu WJIM TepexBaTa
IJIATEKHOTO MapOJIs;

3. BpiOepu cnoxuslii maposb. [IpecTtynHukam Oyzner He IpOCTO Yrajaatb
CJIO>KHBIN naposib. HazmexHsle Mapoay - 3TO MapoJiv, KOTOPBIE COAECPKAT HE MEHEE
8 3HAaKOB M BKIIOYAIOT B ce0s CTPOUYHbIE U TMPOIMHUCHBIE OYKBBI, HUMPBHI H
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HaK U
t.11. Hanmpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC JAaHHBIC HA CalTaX, KOTOPHIM HE JOBEPSICIIIb.
DJIeKTPOHHASA MOYTA

SHGKTPOHHEUI Imo4uTa - 9TO TCXHOJIOTHA KU IIPCAOCTABIIICMBIC CHO YCIYI'H IIO
IICPCCBIIKC M ITOJYYCHHIO 3JICKTPOHHBIX COO6HI€HI/II‘/JI, KOTOPLIC paCIpCaAcCIA0OTCA B
KOMHBIOTepHOI;'I cetn. OOBIUHO Z)JIGKTpOHHHﬁ MMOYTOBBIM SIIUK  BBITJIIAOUT
CICcayromnmM 06pa30M: I/IMSI_HOJIBSOBaTeJISI@I/IMSI_IIOMeHa. Taxxe KpOMC IICpcaadun
IIPOCTOI0 TCKCTAa, UMCCTCA BO3MOKHOCTD IICPCaAaABATh (baﬁﬂbl.

OCHOBHBIE COBETHI 110 OE30MACHON pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BbIOpaTh mpaBUIIBHBIM TOYTOBBIM cepBUC. B uHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIEe TIOBEPSAThH TEM,
KOTO 3HA€IIb U KTO NIEPBBIN B PEUTUHIE;

2. He yka3piBaii B TMYHOU MoYTe JMYHYIO MH(popmaiuio. Hapumep, mydine
BBIOpATh «MY3bIKaJIbHBIN _(panaT@» wim «pok2013» BMecTo «remal3»;

3. Hcnosp3yli ABYXA3TalmHYH aBTOPU3aLAI0. DJTO KOrga MOMHUMO NapoJjs
HY>KHO BBOJUTB KOJI, TPUChUIAEMBbIN 10 SMS;

4. BeiObepu CIOXKHBIN Mapoib. [ KakI0ro mo4YTOBOrO SIIUKA JOJDKEH OBITh
CBOW HAJEXKHBINA, YCTOWYUBBIN K B3JIOMY 1apOJib;

5. Ecmm ectb BO3MOXHOCTH HalKMCaTb CaMOMYy CBOM JIMYHBIA BOIIPOC,
HCIIOJIB3YH 3TY BO3MOXHOCTB;

6. Hcnonmp3yli HECKOJIBKO TMOYTOBBIX SAIIUKOB. IlepBBIM uIsi 4YacTHOM
NEPENUCKU C aJpecaTaMi, KOTOPbIM Thl AOBEPSACHIb. DTO JIEKTPOHHBIA aJIpeEC HE
HAJI0 UCTOJIb30BaTh MPHU PETUCTPALIUU HA (popyMax U calTax;

7. He oTkpbiBail Qailnbl U Apyrue BIOXKEHHS B NMUCbMax, Jae €CIU OHU
IOPUIIIA OT TBOUX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
(bhaisl;

8. Ilocime okoHuaHusi pabOTHl Ha MOYTOBOM CEpPBHCE NEPENl 3aKPbITUEM



BKJIAJIKHM C CATOM He 3a0yap HaXKaTh Ha « BeIATIY.
KnOepOyaimHr uiam BUPTYyaJbHOE U3/1€BATEJIHLCTBO

Kub6epOymmar - npecie0BaHue COOOIIICHUSAMU, CoJIepIKaIlIUMHU
OCKOpPOJICHMUS, arpeccuro, 3alyrUBaHuUe; XYJIUTAHCTBO; COIIMAJILHOE
OOMKOTHUPOBAHHKE C MIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcCHOBHBIE COBETHI 110 00pHOE ¢ KHOEPOYIITMHTOM:

1. He Gpocaiicst B 60#. Jlyummii crmoco6: mocoBeTOBAaThCA Kak ce0sl BECTH H,
€ClIi HEeT TOro, K KOMY MOXKHO OOpaTHThCS, TO BHadalleé YCIOKOUTHCA. Eciu ThI
HaYHEIIb OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJICHUS, TO TOJBKO emie OoJbIie
pa3oXxoKenIb KOH(IUKT;

2. Yupapisi cBoell kubeppemnyTauuei;

3. AHoOHMMHOCTh B ceTu MHUMAas. CylIecTBYIOT CHOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTH XyJIUTaHCKUWA oOpa3 BUPTyaIbHOW kU3HU. MHTEepHeT
(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIIBHO;

5. Cobunroail CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupy#ét enuHW4HBIM HeratuB. OJIHOpPa30BbIE OCKOPOUTEIHHBIC
COOOIICHHsS JIydllle HrHopupoBaTth. OOBIMHO arpeccus MpeKpamiaeTcss Ha
HayvaJIbHOM CTaJIuM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKH OTHPABKUA COOOIIECHUH C
OMPEICICHHBIX aJPECOB;

8. Ecnu Th1 cBuaerens kubepOyiuHra. TBou AeMCTBUS: BBICTYNUTh MPOTUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JACWCTBUS OLICHMBAIOTCS HETaTUBHO,
HNoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTHYECKasi IMOMOIb, COOOIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpemeHnHbIe cMapTHOHBI U IUIAHIIETHI COJEPKaT B ce0e BIIOJHE B3POCIHBIN
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMHU
KoMmmbioTepamMu. OIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb
Masio. TecTupoBaHWE€ W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
WHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcsi U MOOUJTbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOUIIbHBIE Opay3ephl yKe MPAKTUUECKH IOTHAIA HACTOJIbHBIS
aHaJOTH, OJHAKO paclIMpeHHe (QYHKIMOHAIAa BJeYeT 3a COOOM OOJNBIIYIO



CJIOKHOCTb 1 MCHBINYIO 3aIMUIICHHOCTD.

Jlaneko He Bce MPOM3BOAUTENM BBIMYCKAIOT OOHOBIICHHMSI, 3aKpbIBAOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIC COBETBI JJI 0e301acHOCTH MOOMJIBHOTO TeJIC(bOHaI

Hudero He saBnsiercs I[MIO-HACTOAIICMY OecIIaTHBIM. By,Z[L OCTOPOIKCH, BCIb
Koraa TeOe npeajiararoT OecrIaTHBIH KOHTCHT, B HCM MOTYT OBITH CKPLITBI KaKHC-
TO IUIATHBIC YCIIYTH,

Hywmaii, npexxae yem otnpaBuTh SMS, doto unn Buaeo. Thl TOUHO 3HACIIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;
Hcnonb3yil aHTUBUPYCHBIE IPOTPAMMBI JUIsl MOOMJIBHBIX TENE(POHOB;

He 3arpyxkaii mpuioxeHus] OT HEU3BECTHOTO HMCTOYHHKA, BEIh OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIICUCHHUE;

[Tocrme TOro Kak ThI BBIMJCIIH C CaifTa, TJE BBOIWI JIMUYHYIO HH(DOpMAIHIO,
3aiiIn B HACTPOMKHU Opay3epa u ynanu cookies;

[Teproaudeckn TpoBepsiii, KaKWe IUIATHBIC YCAYTd aKTHBHUPOBAHBI Ha TBOCM
HOMeEpeE;

JlaBaii cBOl HOMEp MOOMJIBHOTO Teie(pOoHa TOJBKO JIOJSM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth nomxeH ObITh BBIKJIIOYEH, KOT/a Thl UM HeE Mojb3yelibcs. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE  OHJIAMH-UTPBI - 3TO  KpPacOYHbIE, 3aXBaTbIBAIOIIUE
pa3BiieueHus, OOBEAUHSIONINE COTHHU THICSY YEJOBEK MO Bcemy mupy. Mrpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS JAPYT C JAPYTOM, BBIMOJTHSIOT 3aJaHus,
CpakaloTcsl ¢ MOHCTPAMH U TMOJYYarOT OMNBIT. 332 YAOBOJIbCTBUE OHHU ILIATSIT:
MOKYTAIOT AUCK, OIJIAYMBAIOT AOOHEMEHT UJIU MPUOOPETAIOT KaKHue-TO OTMIUH.

Bce atu cpeacTBa uayT Ha NoJepKaHUE M PA3BUTHUE UTPHI, 4 TAKXKE HA caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CUCTEMBl aBTOPU3AIIMH, BBITYCKAIOTCS HOBBIC
natyu (uQpoBbIe 3aMJIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmomo6HbIX Urpax CTOUT omacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)KH TBOETO IapoJIsi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIUU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETHI IT0 0€30ITACHOCTH TBOETO HNI'pOBOI'0 aKKayHTa:



1. Ecnu npyroit urpok BeaeT ceds MIoX0 WU CO3/aeT Te0e HEeMPUATHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. Iloxamyics agMAHUCTPATOPAM UIPHI HA IUIOXOE IOBEACHUE 3TOTO UIPOKA,
YKEJIATEJIbHO NIPUJIOKUTH KAKME-TO J1I0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaiil inuHyto nHGOpMaIUIO B Ipodaiisie urpkl;
4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuimaabHbIe TATYU U MOJIBI,

6. Mcnosib3yii CIIOKHBIE U Pa3HbIC TApOJIH;

7. JJaxe BO BpeMsl UTPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [1oka Tl Urpaenis,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHOI KpaXkell IeHeT U JOKYMEHTOB CETOJ/IHS YK€ HUKOTO HE yIUBHIIIb, HO
C PpAa3BUTHEM HWHTEPHET-TEXHOJIOTUM 3JIOYMBIIUICHHUKA [EPEMECTUINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOMMBIM" JIEJIOM.

Tax mosiBUIach HOBas yrpo3a: WHTEPHET-MONICHHUYECTBA WM (DUIITHHT,
IJIaBHAs IIe7Tb KOTOPOTO COCTOMT B TIOMYYCHHH KOHQMHUIACHIIMATBHBIX JaHHBIX
MOJIb30BaTENICH - JTIOTMHOB U maposiei. Ha anrnmiickom si3bike phishing yurtaercs
kak ¢umuHr (0T fishing - peiOHas noBs, password - mapoib).

OcHOBHBIE COBETHI IO 0OPHOE € (PUILTMHTOM:

1. Cnean 3a cBOMM akKayHTOM. Eciu Thl mojmo3peBaelllb, YTO TBOSI aHKETa
OblTa  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTh €€ W COOOUIMTH
aJIMUHHCTpaTOpaM pecypca 00 3TOM KaKk MOXKHO CKOpee;

2. Ucnonw3yii Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-MarasuHoB U
IIOUCKOBEIX CHCTEM;

3. Hcnonp3yil crnokHble W pa3Hble maposiu. Takum oOpa3om, ecinu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJIy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

4. Ecimm T1ebs B3JIOMaIM, TO HEOOXOIWMO TMPEAYNPEIUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE I00aBICHBI y T€OS B IPY3bSAX, O TOM, UYTO T€OS B3JIOMAJU H,
BO3MOYKHO, OT TBOETO UMEHH OYJIET PacChlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBBIE
CalThI;

5. YcranoBu HaaexHbid napois (PIN) Ha MoOMIbHBIN TenedoH;

6. OTKJII0UM COXpaHEHUE MapoJisi B Opaysepe;



7. He otkpsiBail ¢aiinbl U Ipyrue BIOXKEHUS B MHUChbMax, Ja)Xe €CIU OHU
OPUILUIM OT TBOMX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBISUIM JU OHU TeOE ITH
(haitibl.

Mudposas penyramus

[Mu¢posas penyTtanus - 3TO HETaTUBHAS WIM NTO3UTUBHAs HH(OpMaLUs B CETU
o tebe. Kommpomerupyromas nHpopMaius, pasMelleHHas B UHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThbCcsd Ha TBOeW peanbHON xu3HU. «Lludposas
pemyTaius - 3TO TBOW UMHJIK, KOTOPBIA (popMupyetcs: u3 uHbopMaiuu o tede B
WHTEPHETE.

TBoe MecTo KuTeNnbCTBa, yueOsbl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOEHHOCTH
XapakTepa 1 pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue nOAPOCTKU JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAalMM JIMYHOM
uHpopMaluu B MHTepHETE, HE MOHMMAsI BO3MOXKHBIX MocieAcTBUil. Thl naxke He
CMOJKeIlIb TorafaTbCsi 0 TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKA3a MPUHATH T€0S Ha paloTy.

KommenTapuu, pasmenieHue tBoux ¢ororpaduil U Apyrue AEUCTBUS MOTYT
HE MCYE3HYTh JaXe II0CJE€ TOro, KaKk Thl MX yJIajaullb. bl HE 3HACWIb, KTO
COXpaHWJ ATy HHQOpMaIMIO, ToNaja JU OHAa B IIOMCKOBBIE CHUCTEMBI H
COXpaHMJIAach JU OHA, a TJABHOE: YTO IOAYMAIOT O TeO€ OKpY’KaIoLUe JIIOIH,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTu MHQOpMaLMI0O MHOTO JIET CILyCTS CMOYKET
100011 - KaKk U3 100pbIX NOOYKIECHHI, TAK U C HAMEPEHUEM MPUYUHUTD Bpell. ITO
MOXET OBITh KTO YTOJHO.

OcHOBHBIE COBETHI IO 3aIIUTE UPPOBOH pEIyTaIUU:

1. IMomymaii, mpexe 4yeM uTo-To MyOJUKOBATh U MepeaaBath y cedsi B Ojore
WA B COIMAJILHOM CETH;

2. B nactpoiikax npo¢uis yCTaHOBM OIPAaHUYEHHUS Ha MPOCMOTP TBOETO
npouiIs ¥ ero CoEep>KUMOT0, ClIeIail ero TOJIBKO « s ApY3eil»;

3. He pasmeniail u He ykasblBal MHQOpMALMIO, KOTOPAsI MOXKET KOTO-I1M00
OCKOPOJISITh WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMeHHbIE NIKOJbHUKH - AaKTUBHBIE TIOJb30BaTeNd  HU(PPOBOTO
npocTtpancTBa. OgHAKO JajleKo HE BCE 3HAIOT, YTO IMOJH30BAHWE MHOTHMU
BO3MOXHOCTSIMH  Iu(ppoBoro  Mupa  TpebyeT coOmomeHuss TpaB  Ha
UHTEIJICKTyallbHYI0 COOCTBEHHOCTb.

TepMI/IH «HMHTCJIICKTYyaJIbHasA COOCTBEHHOCTBY» OTHOCHTCS K pa3In4YHbIM
TBOPCHUAM 4YCJIOBCUHCCKOI'O YMd, HA4YMHAA C HOBBIX H306peTeHHﬁ K 3HAKOB,



0003HaYarOMIMUX COOCTBEHHOCTh Ha MPOAYKTHI U yCIYTH, U 3aKaHYMBas KHUTAMHU,
dboTorpadusiMu, KHHOQUIbMaMH U MY3bIKAJIbHBIMU TTPOU3BEIACHUSMU.

ABTOpCKHE MpaBa - 3TO NpPaBa HA HMHTEIUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
IPOU3BEICHUS HAYKH, JIUTEPATYpPbl U UCKYCCTBA. ABTOPCKME IPaBa BHICTYIAIOT B
KayecTBE TapaHTUU TOTO, YTO HHTEJICKTYaJIbHBII/TBOPUYECKUI TPYyJ aBTOpa HE
OyZIeT HampacHbIM, JacT €My CIpaBeJIUBbie BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibpTaTax CBOEro TpyAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 6e3
pa3pelieHus aBTOpa HE  MOXKET BOCIPOU3BOJWTH €r0  IPOU3BEIICHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IMPOJAABaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJMYHO HCHOJHATH, MMOKA3BIBATH/UCIIONHATh B dUpe WIH
pa3memath B IHTEpHETE.

Hcnonb3oBanue «IIAPATCKOTO» MMpoOrpaMMHOIO oOecrneueHMs MOXKCT
INpUBECTH K MHOI'MM pHCKaM: OT IIOTCPH JAHHBIX K TBOHMM AdKKayHTaM 0
6HOKI/IpOBKH TBOCTO YCTPOﬁCTBa, rac yCTaHOBJICHA HCJICTAJIbHAA IIpOorpamMma. He
CTOUT TAKXKC 336BIBaTB, 4TO CYIICCTBYIOT JICTAJIBHBIC U OecIuiaTHBIC IIPpOrpaMMmEI,
KOTOPBLIC MOKHO HAWTU B CETHU.

O nopraJe

CeteBUUOK.p( - TBOM I'JIaBHBIA COBETYMK B CETH. 3/1€Ch Thl MOXEIIb Y3HATh O
0€30MacHOCTU B CETH MOHSTHBIM U JIOCTYIMHBIM SI3bIKOM, a MPU BO3HUKHOBEHHUU
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH y4acTUE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



